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ABSTRACT
In this paper, we explore the security and privacy concerns associ-
ated with a small group of widely used Pakistani mobile apps that
tens of millions of Pakistanis depend on for essential services. Using
both static and dynamic analysis techniques, we evaluated each app
in three critical areas: (i) the volume of personal data collected, its
management, and the risk of exposure; (ii) vulnerabilities in pass-
word and login security; and (iii) network security, with a focus on
threats from compromised server keys. These issues are significant
for at-risk users, such as journalists, activists, media professionals,
and victims of domestic abuse, who face increased threats of surveil-
lance and targeted attacks in the region. In Pakistan, censorship
frequently involves acquiring user credentials to facilitate monitor-
ing and intimidation of at-risk users, often accompanied by threats
of violence. Importantly, it is not only government actors who pos-
sess the resources and power to enforce such censorship; private
entities, including criminal organizations and domestic abusers,
can also engage in similar tactics. Consequently, the security and
privacy concerns that we address are crucial not only for the pro-
tection of journalists and activists but also for the protection of
victims of domestic abuse throughout the region.

KEYWORDS
Excessive and Exposed Personally Identifiable Information (PII),
Android Memory Forensics, Missing Password, Pakistan.

1 INTRODUCTION
With support from a non-profit digital rights foundation in Pak-
istan, we identified seven popular mobile apps (given in Table 1)
used daily by tens of millions of Pakistanis. These apps fall into
two categories: government-developed apps and telco apps. We
selected them because users are motivated to download and retain
them for various reasons, such as access to government services,
promotional offers, and their user-friendly design. Given these solid
incentives for user engagement, these apps are particularly relevant
to our study.1 For example, the Pak Identity [61] app allows users
to request, update, and modify identity documents without visiting
the NAtional Database and Registration Authority (NADRA) office.
The Pakistan Citizen Portal [62] app allows citizens to file com-
plaints against corrupt officials. The Qeemat Punjab [39] app tracks
agricultural prices and identifies corrupt agribusinesses. The four

1The detailed app selection criteria are given in Appx. A purely to save space.
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leading telco apps allow downloading tax certificates, eliminating
the need for office visits. Since tens of millions of Pakistanis rely
on these apps, we aimed to investigate their security and privacy
conditions to ensure that users are protected from potential threats.
The seven apps we examined can be categorized as follows.

• Government Apps: Pak Identity [61], Pakistan Citizen Por-
tal [62], Qeemat Punjab [39].

• Telco Apps: SIMOSA [68], My Zong [59], My Telenor [58],
UPTCL [71].

Among the seven apps we analyzed, we identified significant secu-
rity and privacy issues related to PII’s excessive collection, storage,
and management. All three government apps collect location coor-
dinates—unnecessary data for their core functionality—and store
user credentials in plaintext in the root directory of the Android file
system. In Pakistan, where device confiscation by law enforcement
(with or without a warrant) is common and where private attackers
or domestic abusers may also steal or gain access to devices, this
presents a serious security risk. Storing user credentials in plaintext
makes it relatively easy for attackers to exfiltrate this sensitive
information. Moreover, the app developers do not disclose in pri-
vacy policies and user agreements the storage of user credentials in
plaintext in the Android file system. We also found login security
gaps across all the apps. In response, we have sent ethical disclosure
emails to the app vendors and are following up. Specifically, we
found the following issues:

• All three government apps collect excessive PII, including
location coordinates, which are unnecessary for their func-
tionality.

• Six of the seven apps analyzed store user credentials in plain-
text in the root directory of the Android file system.

• All four telco apps have a password vulnerability that could
expose user credentials in case of a confiscated, stolen, com-
promised, or shared device.

• All seven apps have login security gaps that allow access
from unknown devices and locations without notifying the
user.

• Despite using TLS encryption, all three government apps
and two telco apps are vulnerable to in-path attacks if a
server’s private key is compromised, enabling adversaries to
decrypt data, steal credentials, and even plant false evidence
(in case of government apps)—a risk heightened in Pakistan
by potential corruption among government officials [3, 22,
27, 63].

2 MOTIVATION
Press freedom and the safety of journalists and activists in Pakistan
have significantly deteriorated in recent years [23, 67]. Several
incidents highlight this decline, including May 9, 2023, riots [30, 54]
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Table 1: Mobile Apps analyzed during project.

App Title Developer Use Popularity
1. Pak

Identity [61]
National IT Board,

Government of Pakistan.
Request, Modify, and

Update National Identity
Documents.

Over one million downloads on Google Play
Store [61].

2. Pakistan Citizen
Portal [62]

National IT Board,
Government of Pakistan.

Grievance Redressal System. Over five million downloads on Google Play
Store [62].

3. Qeemat
Punjab [39]

Punjab IT Board, Provincial
Government of Punjab.

Get awareness regarding
daily prices of agriproducts.

Over one million downloads on Google Play
Store [39].

4. SIMOSA
(Previously Jazz
World) [68]

Pakistan Mobile
Communications Limited
(doing business as Jazz).

Manage your Jazz mobile
plan.

Holds a market share of 37% with ≈ 71 million
subscribers [55] and over fifty million
downloads on Google Play Store [56].

5. My Zong [59] CMPak Limited. Manage your Zong mobile
plan.

Holds a market share of 21% with ≈ 49.67 million
subscribers and over fifty million downloads on

Google Play Store [56].
6. My Telenor [58] Telenor Pakistan. A one stop solution to all

Telenor mobile number
related needs.

Holds a market share of 20% with ≈ 44.14 million
subscribers and over fifty million downloads on

Google Play Store [56].
7. UPTCL [71] Pakistan

Telecommunication Mobile
Limited.

Manage your UPTCL
mobile plan.

Holds a market share of 11% with ≈ 26 million
subscribers and over ten million downloads on

Google Play Store [56].

and February 8, 2024, elections [60], during which local police
arrested journalists (who were carrying out their work-related
duties) and confiscated their devices. Law enforcement justified
these actions by citing location data and geo-fencing techniques,
claiming they were necessary to maintain public order.

The broader threat to journalists’ safety in Pakistan has been
longstanding. In 2020, the country ranked ninth on the Committee
to Protect Journalists’ Global Impunity Index, with at least fifteen
unsolved murders of journalists since 2010 [5]. Two tragic incidents
in 2021 underscore this risk: Shahid Zehri, a local reporter, was
killed in a car bombing in Balochistan [15], and Muhammad Zada
Agra, a journalist critical of local police inaction regarding drug
cartels, was shot near his home [11]. Both cases remain unresolved,
with the perpetrators still unidentified.

The violence against journalists continued in 2021, exemplified
by the attack on Asad Ali Toor, who was assaulted in his home
by three men, likely in retaliation for his outspoken criticism of
Pakistan’s military [16]. Similarly, senior journalist Absar Alamwas
shot near his home, though he survived the attack. In 2024, a leaked
audio recording revealed threats against Alam, further exposing the
efforts to coerce him into issuing media licenses under duress [8].
The risks faced by reporters were starkly highlighted again in 2023
with the abduction of journalist Gohar Wazir [41]. More recently,
Pakistan authorities prevented Baluch activist Mahrang Baloch
from leaving Pakistan to attend a U.S. event, with no legal or valid
justification provided for her detention [65].

In addition to physical threats, Pakistan’s increasing reliance on
surveillance technologies has raised significant concerns. Reports
from 2021 highlighted Israeli surveillance technology despite the
lack of formal diplomatic relations between the two countries [14].
These developments underscore the growing role of geolocation
data in targeting at-risk individuals, particularly journalists. While
authorities can use Israeli technology to extract user credentials and

track individuals, locally developed apps provide a more accessible
and cost-effective means of surveillance. That further emphasizes
the urgent need to address the security and privacy risks posed by
Pakistan’s leading mobile apps.

In addition to threats against journalists, Pakistan faces pervasive
domestic violence, including physical and psychological abuse [77].
Abusers often exploit victims’ phones to monitor communications
and exert control. As discussed later in this paper, weaknesses in
telecommunications apps, such as inadequate password protections,
allow abusers to retrieve call and SMS histories even after app
deletion. The 2023Mobile Gender Gap Report by GSMA [31] reveals
Pakistan’s significant gender gap in mobile usage and ownership,
with women far more likely thanmen to rely on shared devices. This
reliance further exposes female victims to digital vulnerabilities,
enabling abusers to reclaim deleted data via telco apps.

The low standards for software development in the country ex-
acerbate these security concerns. In 2023, reports of data leaks
from NADRA mirrored earlier breaches involving biometric data
in 2021 [12, 32]. In addition, millions of personal records were ex-
posed online in 2023 due to software vulnerabilities [25, 28]. The
2021 Bykea app breach [9] and the 2020 Netwalker ransomware
attack [6] further revealed critical security gaps. These incidents
highlight the need to thoroughly examine leading Pakistani mo-
bile apps—especially state-sponsored apps that collect unnecessary
user credentials and telco apps that store sensitive call and SMS
histories—to understand the significant security risks they pose to
Pakistani users.

3 ETHICS
All seven apps listed in Table 3 are publicly available on Google Play
Store [53] and APK Pure [47]. Our goal was to thoroughly assess
the surveillance risks and potential for targeted attacks associated
with these apps while adhering to ethical standards and ensuring
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Table 2: Example Attacker Profiles. (Keys: Red –> State Attacker, Blue –> Non-State Attacker, Pink –> Hybrid Attacker.)

Access to Server Device Compromise In-path Network Coerced Credential
Private Key Confiscation Stealth Usurpation Manipulation Retrieval (Server)

Local Law Enforcement ✓ ✓ × × ✓ ✓
Criminal Group × × ✓ × × ×

(Tech-Savvy) Domestic Abuser × × × ✓ ✓ ×
Corrupt Local Police Officer ✓ ✓ × × ✓ ✓
Coerced or Compromised ISPs ✓ × × × ✓ ×

Table 3: Ethical Disclosure Timeline.

App Title Email/Complaint Date
1. Pak Identity [61] Mar 14, 2024; Apr 13, 2024
2. Pakistan Citizen Portal [62] Mar 14, 2024; Apr 09, 2024
3. Qeemat Punjab [39] Mar 14, 2024; Apr 13, 2024
4. SIMOSA [68] June 24, 2024
5. My Zong [59] Nov 03, 2024
6. My Telenor [58] Nov 04, 2024
7. UPTCL [71] July 30, 2024

no violations occurred. To achieve this, we sent ethical disclosure
emails to the app developers outlining the security and privacy
concerns we identified in each app. Table 3 shows the timeline for
these disclosures.

We first contacted the developers of all three government apps
via email. After receiving no response, we followed up by submit-
ting complaints through the Pak Identity [61], Pakistan Citizen
Portal [62], and Qeemat Punjab [39] apps. We received an acknowl-
edgment from the Pak Identity developers regarding the excessive
collection of PII, including location coordinates, and they stated that
they value our feedback. We also notified the developers of all four
telco apps about a critical issue: the missing password functionality.
While we have yet to receive a response from the developers of
SIMOSA [68] and UPTCL [71] apps, we did receive acknowledg-
ments from the developers of My Zong [59] and My Telenor [58]
apps. However, whether these acknowledgments indicate a commit-
ment to address the identified issues remains to be determined. For
those developers who acknowledged our disclosure, we informed
them of our 45-day ethical disclosure process, after which we plan
to make our findings public if developers do not address the issues.

4 ATTACKER PROFILES
This section overviews the attackers’ types, capabilities, and goals.
The example attacker profiles, summarized in Table 2, are based on
the local situation in Pakistan.

4.1 Attacker Types and Goals
Pakistan has three broad categories of attackers: state, private, and
hybrid.

4.1.1 State Attacker. The first type of attacker is state actors, which
includes local law enforcement agencies seeking to obtain sensitive
user credentials such as full name, mobile number, call history, and
SMS history to track and monitor activities or plant fake evidence

(e.g., spoofing location data). Local law enforcement encompasses
local police, district police, and specialized units such as the Federal
Investigation Agency (FIA) anti-terrorism wing [2]. As shown in
Table 2, local law enforcement can access the server’s private key,
enabling them to view app traffic in plaintext and potentially eaves-
drop, intercept, or manipulate it. Additionally, they may confiscate
a user’s device and forcefully extract user credentials from the app
server.

4.1.2 Private Attacker. The second type of attacker consists of
private individuals, including members of criminal organizations,
religious cults, drug traffickers, and groups involved in faith-based
violence, as well as domestic abusers. These attackers have two
primary capabilities: they can steal or seize a device, and they may
manipulate network traffic if they control local network infras-
tructure. Table 2 outlines the capabilities of two private attacker
profiles: those from criminal groups and domestic abusers.

4.1.3 Hybrid Attacker. The third type of attacker includes corrupt
individuals within government organizations and those who can
be influenced or coerced by corrupt actors, such as an Internet Ser-
vice Provider (ISP). For instance, private attackers may bribe these
insiders to exploit their positions and leak personal information
about at-risk users. Corrupt government officials might also bribe
an ISP to manipulate location data for political purposes. Table 2
outlines profiles of a corrupt local police officer who could leak
user credentials and an ISP capable of eavesdropping, intercepting,
and manipulating network traffic to plant fake evidence.

Attacker Goals. All three types of attackers aim to gain access to
sensitive information about the victim, including location coordi-
nates, mobile numbers, call history, SMS history, or any other data
that would allow them to spy on, track, and monitor an at-risk
individual.

4.2 Attacker Capabilities
The three types of attackers can have the following capabilities.

4.2.1 Physical Device Compromise. All three attacker types can
compromise the physical device. For example, state actors may
confiscate devices, while private attackers typically steal them.
Hybrid attackers can engage in both actions. Additionally, domestic
abusers can forcibly acquire the device, either with or without the
victim’s consent and knowledge. We assume that when the device
is confiscated, stolen, or usurped, it does not contain any PII (such
as call history, SMS history, personal documents on SD card, or
photos); it only includes a leading Pakistani mobile app.
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4.2.2 In-path Network Position. An in-path network position with
access to the server’s private key allows attackers to view data in
plaintext, enabling them to monitor at-risk users’ activities and
extract sensitive information, such as emails and passwords. Ad-
ditionally, the attacker can intercept and modify data in real time
to fabricate evidence and frame the user. Both state-sponsored
and hybrid attackers are capable of exploiting this vulnerability.
Furthermore, private attackers who control local network infras-
tructure—such as a home router—can manipulate traffic to exploit
the victim further, amplifying the potential for harm.

5 THREAT CLASSIFICATION
During our analysis, we used a Motorola Moto G7 Plus2 device
to dynamically test each app’s behavior. We focused exclusively
on Android for this study (rather than iOS or other platforms)
since Android dominates the market in Pakistan, holding 95.26% of
the market share [57]. Given the local context in Pakistan, where
censorship often involves acquiring user credentials via device con-
fiscation, intercepting network traffic, and planting false evidence
to arrest at-risk individuals, we assessed each app based on three
key security and privacy threats:

(1) Unnecessary Disclosure – This refers to collecting unneces-
sary personal data, transmitting that data without explicit
consent in the privacy policy, and storing data in plaintext
within the device’s file system. Such practices increase the
risk of data theft or exfiltration, especially if the device is
confiscated or stolen (elaboration in Appx. B.1).

(2) Login Weaknesses – These vulnerabilities occur when apps
lack user passwords, exposing data if the device is stolen or
confiscated. Additionally, when apps fail to detect or alert
users about logins from unknown devices, attackers can
access accounts without the user’s knowledge. (elaboration
in Appx. B.2).

(3) Network Security Threats – This refers to unencrypted, clear-
text traffic, which makes data vulnerable to interception. In
Pakistan, with a high corruption index [33], we also explored
the risks of compromised server private keys, enabling at-
tackers to eavesdrop on sensitive credentials and inject false
data, undermining user information security (elaboration
in Appx. B.3). While a compromised server private key is a
threat in any context, the political and social context in Pak-
istan is different, highlighting that solutions such as TLS and
certificate pinning do not fully address the needs of at-risk
Pakistani users.

6 APP CLASSIFICATION
This section provides background on the government and telco
apps we analyze.

2The identified vulnerabilities are intrinsic to the apps, independent of the Android
version. We initially used Android 10.0 for testing because it introduced enhanced
privacy controls and scoped storage. With a market share ≈ 7% in Pakistan [46],
Android 10.0 is relevant, mainly because victims of domestic abuse can still rely on
older versions, including Android 10.0 and earlier. We repeated the experiments with
Android 15.0 and obtained the same results.

6.1 Government Apps – Pak Identity, Citizens
Portal, Qeemat Punjab

The first set of apps we analyzed included widely used apps de-
veloped by the government of Pakistan. The federal government
creates two apps; the third is from a provincial authority. The fed-
eral apps—Pak Identity (pk.gov.nadra.pakid) and Citizens Portal
Pakistan (com.govpk. citizensportal)—are marked with “pk.gov" and
“govpk" in their package names, signifying their official government
affiliation. In contrast, the Qeemat Punjab app, developed by the
Punjab Information Technology Board (PITB), features “pitb" in its
package name, highlighting its provincial origin. This distinction
underscores the collaborative efforts between federal and provincial
governments to provide essential services to citizens.

The Pak Identity app [61], developed by the NADRA, facilitates
the process of requesting, updating, and modifying national identity
documents, including the Computerized National Identity Card
(CNIC), National Identity Card for Overseas Pakistanis (NICOP),
and Pakistan Origin Card (POC). NADRA, which manages the
sensitive database of all Pakistani citizens, allows users to take and
upload photos, undergo biometric verification, and make payments
for various services via the Pak Identity app. Users create accounts
using their email ID and password, and the app requires the location
coordinates of users to provide the desired service.

The Citizens Portal app [62] acts as a grievance redressal sys-
tem, enabling citizens to file complaints about federal and local
government departments. Users create accounts using their CNIC
and password; the app requires location coordinates when submit-
ting complaints. This app serves as an essential tool for enhancing
government accountability.

The Qeemat Punjab app [39], developed by the Punjab IT Board,
is designed to inform the public about the daily prices of agricultural
products set by Deputy Commissioners in Punjab, the country’s
second-largest and most densely populated province. Users who
observe price discrepancies can submit complaints directly through
the app to the relevant Price Control Magistrates; location permis-
sions are required to submit a complaint.

6.2 Telco Apps – SIMOSA, UPTCL, My Zong, My
Telenor

The second group of apps analyzed in this project includes client
apps from significant telco operators in Pakistan: SIMOSA [68], My
Zong [59], My Telenor [56], and UPTCL [71]. These apps help users
efficiently manage their mobile services and account settings. Users
can check their account balances, monitor usage, recharge their
accounts, and access various services and promotions. Additional
features include managing subscriptions, purchasing data or voice
packages, and receiving customer support. The apps store call his-
tory, SMS records, and tax certificates for a specified duration, as
Table 4 outlines.

The SIMOSA [68] app, formerly Jazz World, is provided by Jazz,
Pakistan’s largest mobile network and Internet Services Provider
(ISP), which has a market share of 37% with approximately 71
million subscribers [55]. The SIMOSA app boasts over 50 million
downloads and is rated 4.5 out of 5 on the Google Play Store. CM-
Pak Limited, operating as Zong, is Pakistan’s second-largest mobile
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network operator, owned by China Mobile, with 49.67 million sub-
scribers [73]. The My Zong app is rated 4.3 stars on the Google Play
Store. Telenor is Pakistan’s third-largest mobile network operator.
Its app, My Telenor [58], is rated 4.2 stars. Ufone, launched by the
Pakistan Telecommunication Company Limited (PTCL) in 2000,
is currently owned 62% by the Government of Pakistan, 26% by
a private group, and 12% by the general public. The UPTCL [71]
app, provided by Ufone, has more than 10 million downloads and a
rating of 4.3 stars on the Google Play Store.

7 METHODOLOGY
This section describes the test environment for evaluating each
app against the three identified security threats. To ensure we
were analyzing the official versions of the local apps, we manually
downloaded the latest versions from the Google Play Store and
installed them on the test device. We then extracted the APK files
using the APK Extractor app [24] and transferred these files from
the test device to our laptop via adb shell [45] for reviewing the
app’s source code.

For our experiments, we used a Motorola Moto G7 Plus with root
access to install custom root certificates, enabling us to decrypt out-
going app traffic. A custom certificate generated by mitmproxy was
installed on the device, allowing us to intercept the app’s traffic for
analysis, including examining the transmitted data and its destina-
tions. We ran the mitmproxy on an Ubuntu 22.04 laptop. To bypass
security measures such as root detection and SSL pinning, we used
Frida scripts [70]. Over twelve months, we periodically interacted
with each app for several minutes, engaging with key features
such as navigating main pages, exploring tabs, filing complaints,
making requests, viewing call and SMS history, and downloading
tax certificates (where applicable) to generate traffic. That enabled
us to observe whether the app used TLS encryption, analyze the
data types transmitted, and examine the possibility of network
manipulation.

7.1 Unnecessary Disclosure
We manually installed each app on the test device and created
the necessary user accounts. We first reviewed the personal data
required during registration to detect excessive PII and determine
whether it was essential for the app’s core functionality. After
logging into each app, we generated app traffic. We examined the
files created within the app’s installed package, specifically focusing
on identifying any PII stored in plaintext within the root directory
of the Android File System.

To identify disclosed PII, we conducted a dynamic analysis using
mitmproxy on a rooted device to decrypt the app’s outgoing HTTPS
traffic. That allowed us to capture and inspect the encrypted traffic
in real-time, enabling us to detect whether any PII was being trans-
mitted. During this analysis, we manually reviewed each request
in mitmproxy, carefully examining the data packets for any PII
being shared without proper disclosure in the app’s privacy policy.
To ensure the accuracy of our findings, we repeated the experi-
ment—closing and reopening the app—to verify the consistency of
any identified PII leaks.

7.2 Login Weaknesses
This step involves manually logging into each app to check for
the absence of a user password feature. To test for missing detec-
tion of unknown login activity, we installed the app on a research
team member’s phone (the actual user), logged into the app, and
generated some traffic. Then, we installed the app on a test device
and logged in using the research team member’s credentials. If
the app does not trigger a notification or warning on the original
device about the new login, the app lacks the feature to detect
unauthorized login attempts.

7.3 Network Security Threats
We used PCAPdroid [64] to capture the traffic exchanged between
each app and its server to assess network security vulnerabilities.
We analyzed this traffic in Wireshark [72], explicitly searching for
an HTTP response code of 302, which could indicate a potential
SSL stripping attack [43]. We conducted a dynamic analysis using
a mitm proxy to analyze the data spoofing vulnerability. We in-
tercepted meaningful requests, such as the ones sending location
coordinates to the server and the ones from the server sending PDF
documents to the user’s device. We concluded that data spoofing
was possible if the response was sent to the server or the device
without errors.

8 RESULTS
In this section, we present the findings from our analysis of the
government and telco apps, summarizing the results provided in
Table 4.

8.1 Government Apps – Pak Identity, Citizens
Portal, Qeemat Punjab

All three government apps require location permissions to function.
For instance, the Pak Identity app [61] cannot be used unless the
user grants location permissions. Similarly, the Pakistan Citizen
Portal [62] and Qeemat Punjab [39] apps require location access
to submit complaints. However, the need for location data raises
concerns, as these apps collect excessive PII that seems unnecessary
for their core functionality.

For example, the Pak Identity app, which is designed for updating
national identity documents, transmits location coordinates every
time the user logs in (Fig. 1a, Appx. C). This data is not required for
the app’s primary purpose. The Pakistan Citizen Portal app, which
is intended for grievance redressal, asks users to provide detailed
personal information, such as religion, blood group, date of birth,
and physical address—data that should not be necessary for filing
a complaint (Fig. 5, Appx. D). Furthermore, the app requires loca-
tion permission to submit a complaint (Fig. 8, Appx. D), and even
includes a “hide my identity" feature, which, however, fails to func-
tion when submitting a complaint. Similarly, the Qeemat Punjab
app requires users to provide their full name, profession, citizen ID,
gender, and location before submitting a complaint, which further
compromises user privacy (Fig. 10, 11, Appx. E). This extensive
data collection makes it easier for state actors to track and monitor
claimants.

In addition to excessive data collection, all three apps store sen-
sitive information in plaintext in the root directory of the Android
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Table 4: Assessment Results of Pakistani Mobile Apps.

Embedded Certificates within App Packages.
App Title Root

Detection
SSL

Pinning
Embedded Certificates (directory inside app package)

1. Pak Identity [61] × ✓ —
2. Pakistan Citizen Portal [62] × ✓ res/raw/pmdu_gov _pk.crt
3. Qeemat Punjab [39] × ✓ —
4. SIMOSA [68] × ✓ assets/jazz_cert.crt, assets/new_cert.der
5. My Zong [59] × ✓ assets/golootlo_key_prod.pem, assets/zong-staging-public-key.pem
6. My Telenor [58] × ✓ assets/cbg_root. cer, res/GX.pem
7. UPTCL [71] ✓ ✓ —

Security and Privacy issues in Leading Pakistani Mobile Apps.
(Key: ♦ –> State Attackers, ▲ –> Private Attackers, ■ –>Hybrid Attackers, ♦̆ ▲̆ ■̆ –> Respective Attackers can Eavesdrop.)

App Title Unnecessary Disclosure Login Weaknesses Network Security Threats
Excessive

PII
Exposed

PII
Missing
Password

Missing
Login

Detection

Missing
TLS

Eavesdrop and Modify

1. Pak Identity [61] ♦ ▲ ■ ♦ ▲ ■ × ♦ ▲ ■ × ♦ ▲ ■ (Fig. 1,3, Appx. C)
2. Pakistan Citizen Portal [62] ♦ ▲ ■ ♦ ▲ ■ × ♦ ▲ ■ × ♦ ▲ ■ (Fig. 9, Appx. D)
3. Qeemat Punjab [39] ♦ ▲ ■ ♦ ▲ ■ × ♦ ▲ ■ × ♦ ▲ ■ (Fig. 12,13, Appx. E)
4. SIMOSA [68] × ♦ ▲ ■ ♦ ▲ ■ ♦ ▲ ■ × |
5. My Zong [59] × ♦ ▲ ■ ♦ ▲ ■ ♦ ▲ ■ × ♦̆ ▲̆ ■̆ (Fig. 20, 21, Appx. G)
6. My Telenor [58] × ♦ ▲ ■ ♦ ▲ ■ ♦ ▲ ■ × ♦̆ ▲̆ ■̆ (Fig. 26, 27, 28, Appx. H)
7. UPTCL [71] × × ♦ ▲ ■ ♦ ▲ ■ × |

PII in Plaintext in the Android File System (PII – Storage Location, Reference).
1. Pak Identity [61] Full Name, Email ID, Password, Mobile Number, Citizen ID, Location Coordinates – cd /data/data

/pk.gov.nadra.pakid/databases/RKStorage, cd/data/data/pk.gov.nadra.pakid/databases/RKStorage-
journal, Fig. 2, Appx. C.

2. Pakistan Citizen Portal [62] Full Name, Mobile Number, Email ID, Citizen ID, Profession, Date of Birth (DoB), Physical Address,
Religion, Gender, Blood Group – cd /data/data/com.govpk.citizensportal/shared_prefs/userPref.xml,

cd/data/user/0/com.govpk.citizensportal/shared_prefs/userPref.xml, Fig. 6, Appx. D.
3. Qeemat Punjab [39] Full Name, Guardian Name, Mobile Number, Email ID, Profession, Gender, Citizen ID – cd

/data/data/com.pitb.qeematpunjab/shared_prefs/focial-session.xml, Fig. 14a, Fig. 14b, Appx. E.
4. SIMOSA [68] Mobile Number – cd /data/data/com.jazz. jazzworld/shared_prefs/jazzB2C.prefs.xml, Fig. 17, Appx. F.

Call-SMS Records (Last 24 hrs) – cd /data/data/com.jazz. jazzworld/shared_ prefs/jazzB2C.prefs.xml,
Fig. 16, Appx. F.

5. My Zong [59] Mobile Number, Full Name, Coarse Location – cd /data/data/com.zong.customercare/shared_pref
/com.zong.customercare_preferences.xml, Fig. 19, Appx. G.

6. My Telenor [58] Mobile Number – cd /data/data/com.telenor.pakistan.mytelenor/shared_prefs/PrefName.xml, cd
/data/data/com.telenor.pakistan.mytelenor/shared_prefs/com.telenor.pakistan.mytelenor.xml, Fig. 23

Fig. 24, Appx. H.
7. UPTCL [71] —

Selected PII Housed by Apps. (Keys: D –> Days, Hrs –> Hours, Req. –> Required.)
App Title Call History SMS History Tax Location Coordinates

(30 D, 14 D, 7 D, 24 Hrs) (30 D, 14 D, 7 D, 24 Hrs) Certificate
1. Pak Identity [61] × × × Req. (Fig. 1a, Appx. C).
2. Pakistan Citizen Portal [62] × × × Req. (Fig. 8, Appx. D).
3. Qeemat Punjab [39] × × × Req. (Fig. 11, Appx. E).
4. SIMOSA [68] ✓, ✓, ✓, ✓ ✓, ✓, ✓, ✓ ✓ Optional.
5. My Zong [59] ×, ×, ✓, ✓ ×, ×, ✓, ✓ ✓ Optional.
6. My Telenor [58] ×, ×, ✓, ✓ ×, ×, ✓, ✓ ✓ Optional.
7. UPTCL [71] ×, ✓, ✓, ✓ ×, ✓, ✓, ✓ ✓ Optional.
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file system, as shown in Table 4. This storage practice exposes user
data to significant risks in case of device confiscation or theft, en-
abling attackers to exfiltrate personal credentials. The symbols, ♦,
▲, and ■ in Table 4 for “exposed PII” indicate that all three attacker
types (i.e., state actors, private attackers, and hybrid actors) can
exploit this attack vector prevalent in government apps. Moreover,
all three apps cannot detect unauthorized logins from unknown
devices or locations, leaving users vulnerable to security breaches.

All three government apps use TLS encryption, which is good,
but this alone does not address the security and privacy needs of at-
risk users in Pakistan. However, a corrupt state actor with a server
private key can observe the traffic in plaintext and intercept and
modify it. We successfully intercepted and modified the traffic for
all three government apps. The exploit related to this vulnerability
is to plant fake evidence.

8.1.1 Exploitation – Exposed PII. All three government apps
transmit location data to their servers, creating a potential attack
vector for state and hybrid actors. These actors, who may be able
to confiscate an at-risk user’s device or access credentials from the
app servers, can exploit this vulnerability through the following
sequence: ➊ The at-risk user installs and uses the government apps
on their phone. ➋ A state or hybrid actor confiscates the user’s
device, or a private attacker steals the device. ➌ The attacker gains
root access to the device and retrieves sensitive personal informa-
tion (PII), such as the user’s full name, mobile number, and precise
location coordinates. By exploiting the data stored on the device,
attackers can track and monitor the user’s activities in real time.
This sequence allows for both physical and digital compromises, en-
abling attackers to target at-risk individuals by accessing sensitive
data on the device and monitoring their movements.

A related attack scenario involves the abuse of location data. ➊
The at-risk user uses the government app from home. ➋ The user
uses the app from their workplace. ➌ At a later point, the user uses
the app from a protest or rally. ➍ Each time the app is used, the
location coordinates are transmitted to the app’s server. If attackers,
such as state or hybrid actors, can retrieve credentials from the
app server, they can map the entire geo-history of the at-risk user.
That enables them to track the user’s movements across different
locations—home, work, or even sensitive sites like protests—thereby
enabling surveillance and potentially targeting the user based on
their activity.

8.1.2 Exploitation – Missing Login Security Gap. All three
government apps cannot detect login activity from unknown de-
vices or locations, creating a significant vulnerability. The attack
vector unfolds as follows: ➊ An at-risk user is using one of the
government apps on their device. ➋ An attacker, such as a corrupt
state actor with access to the server private key, observes the traffic
in plaintext and captures the victim’s username and password when
these credentials are sent to the app’s server (for example, the Pak
Identity app transmits the username and password to the server
shanakht.nadra.gov.pk, as shown in Fig. 1a and App. C). ➌ The
attacker then uses these stolen credentials to log into the at-risk
user’s account, intending to steal sensitive information or plant false
evidence. ➍ Since the apps lack mechanisms to detect suspicious
login activity, such as logins from unknown devices or unfamiliar
locations, the user is never alerted to the breach. As a result, the

attacker can continue to access the account without prompting the
user to change their password or take any corrective action. This
vulnerability allows attackers to exploit the lack of login activity
monitoring and continue targeting users without detection.

8.1.3 Exploitation – Network Security Threats. Given recent
developments in Pakistan, where local police have reportedly used
geo-fencing data to track thewhereabouts of protesters and activists
at rallies [42], the potential misuse of this data has raised significant
concerns. In particular, there is a growing fear that malicious actors
could exploit geo-fencing data to plant false location coordinates
as part of a personal vendetta, leading to the wrongful arrest of
individuals at risk. The exploit could unfold as follows: ➊ An at-
risk user uses government apps. ➋ A state actor—or a corrupt state
actor—who has access to the server’s private key can view traffic
in plaintext. ➌ The attacker then modifies the location coordinates
in the intercepted request, replacing them with fabricated data. ➍
The altered request is sent to the server, where the false location
coordinates are stored and potentially used as evidence for the
arrest of an innocent individual. This type of exploit poses serious
risks, as falsified location data could be presented as legitimate
proof of an individual’s presence at a protest or other sensitive
event, leading to legal or personal consequences for the at-risk
users.

8.2 Telco Apps – SIMOSA, My Zong, My Telenor,
UPTCL

All telco apps exhibit security gaps related to password and login
protection, reflected in Table 4 with a ♦ ▲ ■ for missing password
and login detection, indicating that all three attacker types can
exploit this vulnerability. The four telco apps have implemented
SSL pinning and use TLS encryption, so they are marked with a
cross (×) in Table 4 for missing TLS vulnerabilities.

We partially bypassed SSL pinning on SIMOSA and UPTCL app,
meaning some requests successfully reached the server while others
triggered a “client handshake failed" message. As for manipulating
PDF data in tax files, we have been unable to spoof this information.
Because we could not eavesdrop on user credentials (such as mobile
number of at-risk user, call or SMS history) and spoof information,
we marked the traffic eavesdrop and modify section as inconclusive
(|) for now for these apps.We bypassed SSL pinning for theMy Zong
and My Telenor apps and observed the user’s mobile number, call,
and SMS history in-app traffic but could not spoof this information.
So, we have used the notation ♦̆ ▲̆ ■̆ in Table 4 to indicate that
eavesdropping of user credentials is possible with these two apps
by all three types of attacker (state, private, and hybrid).

Table 4 shows three telco apps that lack root detection capabil-
ities. All apps store call history, SMS records, and tax certificates
(Fig. 15, App. F; Fig. 22, App. G; Fig. 25, App. H; Fig. 29, App. I)
for specific periods. For example, the SIMOSA [68] app retains call
history and SMS records for the last 30 days, 7 days, and 24 hours.
Because it keeps data for the previous 30 days, retrieving call and
SMS records from the past 14 days is possible. Similarly, the UPTCL
app stores call and SMS history for the last 14 and 7 days, including
records from the previous 24 hours.
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Exploitation – Exposed PII + Missing Password + Network
Security Threats. Due to the absence of a user-specified password
and the missing feature of detecting unknown login activity, the
following attack vector will work. ➊ A user device containing no
photos, call, or SMS history is confiscated, stolen, or usurped by
one of the attacker types in Table 2. ➋ An attacker obtains an
at-risk user’s mobile number via root access to the Android File
System or Open Source Intelligence (OSINT) or eavesdropping
(by compromised server private key). ➌ The corresponding app is
(already) installed on the phone, or the attacker has installed it. ➍
The attacker enters the victim’s mobile number on the confiscated,
stolen, or usurped device, receives a One Time Password (OTP), and
logs into the user account. ➎ Depending on the app, the attacker
may receive another OTP to view call history SMS records and
the information on the tax certificate. An exciting thing about this
attack is that it would work even if the attacker had installed the
app on the user’s device.

9 RELATEDWORK
This section discusses previous research examining apps for secu-
rity and privacy risks.

9.0.1 Chat Apps. Espinoza et al. [76] reverse-engineered the LINE
messaging app and identified a replay attack vulnerability due to
weak encryption. In 2021, Lin [80] analyzed TikTok and Douyin,
revealing dynamic source code loading and server-side censorship
in Douyin. In 2023, Wang et al. [40] examined WeChat’s tracking
system, discovering significant user activity data being transmitted
to the app’s servers.

9.0.2 Healthcare Apps. In 2020, an analysis of the COVID-KAYA
app revealed a vulnerability in its authentication logic, exposing
the names of 30,000 healthcare providers [82]. Similarly, reverse
engineering of the IATA Travel Pass app [81] revealed a critical flaw
in its registration process that allowed attackers to impersonate
users using only passport details without physical access to the
passport itself.

9.0.3 Other Apps. Other significant reverse engineering efforts
include studies that reveal personal data leakage in widely used
Asian web browsers [78]. In 2021, Security Detectives [10] discov-
ered that the Pakistani Bykea [48] app exposed 200 GB of user data
on an unsecured Elasticsearch server. In 2023, researchers found a
weak encryption system in Tencent’s Sogou input method, allow-
ing eavesdropping on real-time user input [44]. Kujath et al. [79]
identified risks to user privacy in Latin American apps.

Although previous studies have provided valuable information
on various global security and privacy risks, our analysis explicitly
focuses on the leading Pakistani mobile apps. Using the tools and
techniques of previous research, we address a gap in the litera-
ture on apps in Pakistan. This region has yet to be as extensively
analyzed regarding security and privacy. Specifically, we explore
unique risks and vulnerabilities prevalent in local apps, including
those tied to government services and telcos. This targeted investi-
gation builds on existing frameworks while offering new insights
into Pakistani users’ security challenges.

10 RECOMMENDATIONS
This section provides general recommendations for users, advo-
cates, and app developers to help mitigate privacy risks. These rec-
ommendations should be customized according to an individual’s
specific risk profile, threat model, and objectives. For example, telco
apps are often indispensable for tasks such as online bill payments,
accessing tax certificates, and taking advantage of promotional
offers, making them unavoidable for many users. Similarly, govern-
ment apps facilitate updating citizen identity documents, reporting
corruption, and obtaining information about agricultural product
prices. Although no direct intervention can eliminate privacy risks
associated with these apps, their necessity underscores the impor-
tance of conducting thorough privacy analyses on widely used apps
(essential) for accessing government or telco services.

10.1 Recommendations for Users and Advocates
To protect privacy, we recommend that users minimize OS permis-
sions and avoid using these apps in sensitive locations, as they may
transmit location data.3 Install government apps only when nec-
essary and uninstall them immediately after use. Exercise caution
with VPNs, as government apps transmit sensitive location data, and
VPN use must be registered with the Pakistan Telecommunication
Authority (PTA) [74]. VPNs can inadvertently expose real locations
and traffic to ISPs. Since government and telco apps lack detection
for logins from unfamiliar devices or locations, users should update
passwords regularly and be cautious of unsolicited OTPs, which
may signal account compromise. Enabling a remote data erasure
feature is also advised.4 Finally, we urge researchers, trainers, and
advocates to address the gap between existing TLS protections and
the specific privacy needs of at-risk users in Pakistan.

10.2 Recommendations for App Developers
The complex and rapidly evolving privacy and surveillance regula-
tions in Pakistan [29], coupled with the lack of precise data protec-
tion guidelines, present significant challenges. To bridge this gap,
we recommend app developers adopt globally recognized frame-
works like the GDPR [52] and CCPA [49] to ensure robust privacy
safeguards and compliance with international standards.

Developers should embed these principles throughout the app
development lifecycle, including data minimization to collect only
essential information, encrypting data at rest using NIST 800-111
guidelines [1], and implementing strong password protection and
multi-factor authentication to prevent unauthorized access [75].
Proactively adopting these measures will enhance user trust and
prepare apps for future regulatory changes, balancing innovation
with privacy protection in a data-driven world.

11 CONCLUSION
In this paper, we analyzed a selection of leading Pakistani mobile
apps to assess their security and privacy protections. Our findings
revealed critical issues across three key categories: (i) excessive

3Government apps require location permissions to function, and telco apps need them
to provide region-specific offers.
4With Android holding a 95% market share in Pakistan [57], most new phones include
this capability.
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collection and exposure of PII, (ii) gaps in password and login secu-
rity, and (iii) flaws in network security. These vulnerabilities are
particularly concerning given the heightened risks faced by jour-
nalists, civil rights defenders, and victims of domestic abuse in the
region. They highlighted the persistent and widespread threats of
surveillance and targeted malware attacks, which remain prevalent
in the latest versions of major apps.

These mobile apps remain highly vulnerable due to their vast
user bases, creating extensive attack surfaces. For example, a low-
budget attacker—such as a domestic abuser—can quickly seize
control of a victim’s device, install the telco app (if not already
installed), and access the victim’s call and SMS history, thereby
monitoring their communications and identifying their contacts.
Similarly, state-sponsored attackers can target at-risk individuals
like journalists or activists by confiscating their devices and ex-
tracting sensitive data (such as call and SMS records) via vulnerable
telco apps (regardless of whether the app is installed on the device
or not) without the user’s knowledge—even if the user has taken
steps to delete this information.

The findings of this analysis are especially crucial in light of
the increasing threats to privacy and security in the region. The
vulnerabilities we identified expose sensitive personal data to ex-
ploitation by a range of malicious actors, from domestic abusers
to state agents. Conducting this analysis is not only timely but
necessary, as it draws attention to the urgent need for stronger pri-
vacy protections in apps that serve tens of millions of users. Given
the growing risks vulnerable populations face, app developers and
policymakers must take immediate action to address these security
flaws.
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A PAKISTANI APPS SELECTION CRITERIA
Although numerous Pakistani apps serve various citizen services,
evaluating each can be overwhelming. This study aims to compre-
hensively analyze state-sponsored and commercial Pakistani apps,
providing insight into the ecosystem without requiring exhaustive
evaluations of every app. To achieve this, we selected a focused
subset of both state-owned and commercial apps that significantly
impact individuals’ security and privacy. The selection process in-
volved compiling a list of apps based on factors such as popularity,
necessity, and data collection practices and then refining this list
using explicit review criteria for a targeted examination. Here is
how we curated our candidate set of apps.

A.1 Popularity
Popularity was a key metric for selecting local apps. We measured
this through the number of downloads. For example, the state-
sponsored Pak Identity app [61], with over 1M downloads, is more
popular than the City Islamabad app [26], which has around 500K
downloads.

A.2 Necessity
The necessity of use was another crucial factor. Apps widely used
by the public, such as the Pak Identity app [61] for requesting or
updating identity documents, were prioritized. Similarly, telco apps
like SIMOSA [68], My Zong [59], My Telenor [58], and UPTCL [71]
were considered essential for tasks like downloading tax certificates,
eliminating the need for in-person visits.

A.3 Timeliness
Timeliness significantly influenced the selection process. For exam-
ple, as the pandemic is under control, people use COVID-related
apps less frequently. Similarly, the lack of updates on apps since
before 2020 indicated that they were no longer in active use.

A.4 Personal Data Collection
User registration requirements were a pivotal metric for app selec-
tion. That is because access to user credentials, particularly sensitive
data like location coordinates, increases the risk of surveillance or
exploitation by state or non-state actors if not adequately protected.

A.5 Local Situation
The local context in Pakistan was a key factor in our selection
process. For example, recent cases where local police used geo-
fencing data to arrest protestors highlighted the importance of
state-sponsored apps collecting location data [30]. Similarly, in-
stances where local authorities coerced telcos to share personal
data underscored the significance of telco apps in this ecosystem
[69].

Table 5 provides an overview of the selected Pakistani apps and
their corresponding categories.
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Table 5: Pakistani Apps Repository.

App Category App Title
1. Accountability (i) Pakistan Citizen Portal [62], (ii) Supreme Court of Pakistan [21], (iii) Qeemat Punjab [39], (iv) Overseas

Pakistani’s Complaint [13], (v) Foreign Minister’s Portal [18].
2. Database &

Registration
(i) Pak Identity [61], (ii) ePay Punjab [51], (iii) City Islamabad App [26], (iv) E-portal [17], (v) E-Services Sindh

[50], (vii) PTA CMS [35].
3. Health Care (i) Pass Track [34], (ii) COVID-19 Gov PK [4], (iii) Qaumi Sehat Card [38], (iv) Punjab Anti Dengue [36],
4. Safety (i) Punjab Police Pakistan [66], (ii) Pehchaan Balochistan App [20], (iii) Punjab Police-Women Safety App [37],

(iv) KP Women Safety App [19], (v) Zindagi [7].
5. Telco (i) SIMOSA [68], (ii) My Zong [59], (iii) My Telenor [58], (iv) UPTCL [71].

Reverse engineering and testing Android apps require a substan-
tial time investment. Each app requires installation, account cre-
ation, verification, and thorough operational testing. Our method-
ology includes manual review of privacy policies, analysis of PII
stored in the Android File System, analysis of source codes for sus-
picious packages and hard-coded secrets, and capture of traffic to
assess transport layer security. Given the labor-intensive nature of
these tasks, evaluating all 25 apps (in Table 5) was impractical. To
address this, we established a prioritization framework based on
the features outlined above (A.1, A.2, A.3, A.4, and A.5), enabling us
to create a stratified sample that represents the broader ecosystem
of Pakistani apps.

Our final list includes seven apps that provide a snapshot of
the ecosystem. These apps were reverse-engineered and evaluated.
They fall into two main categories: state-sponsored apps, typically
developed by government-affiliated entities or outsourced to third-
party companies, and commercial apps created by private com-
panies. Similar organizations often develop these apps, and they
are likely to share common security and privacy vulnerabilities.
Therefore, the seven apps listed in Table 1 offer valuable insights
into the broader ecosystem.

B THREAT CLASSIFICATION DETAILS
In Pakistan, where state actors often seize devices and non-state
actors can steal them, the security of personal information is critical.
The risks associated with excessive PII collection, weak password
security, and compromised network traffic (via server private key
compromise) are heightened by the local context, where surveil-
lance and data exploitation are frequent. These threats can lead
to significant breaches of user privacy, especially when sensitive
information is exposed or intercepted by malicious actors.

B.1 Unnecessary Disclosure
The first threat we evaluated for each app is the excessive PII collec-
tion and the associated data leakage risk. That occurs when an app
collects more data than necessary for its core functionality. Data
leakage happens when sensitive information—such as a user’s full
name, phone number, or email address—is transmitted to a server
without clear disclosure in the app’s privacy policy, user agreement,
or app store description.

The risks are further compounded when PII is stored in plaintext
within the root directory of the Android file system, with no men-
tion of this in the privacy policy or user agreement. Many users,

even those with root access, are unaware of how their data is stored
beyond the SD card, which leaves them vulnerable. This lack of
transparency increases the likelihood that physical attackers—such
as law enforcement or criminal actors, like those involved in drug
trafficking—can access sensitive information if they confiscate or
steal the device. In Pakistan, where state actors frequently seize
devices and domestic abusers may take control of the device with or
without the user’s consent and knowledge, these security gaps ex-
pose users to significant risks. Communications, including call and
SMS histories, can be monitored and exploited, further jeopardizing
user privacy and safety.

B.2 Login Weaknesses
Given that state actors can confiscate mobile devices and non-state
actors can steal them, the second threat we examined in each app
was the absence of a user password and the lack of a feature to detect
unknown login activity. We evaluated how easily an attacker could
log into an at-risk user’s account and access sensitive information,
such as location coordinates, physical address, call history, and SMS
records. In the absence of a mechanism to detect unknown login
activity, attackers, such as ISPs or domestic abusers, can access
the victim’s account and monitor their activities without alerting
the user. This lack of notification significantly increases the risk of
unauthorized access and misuse of personal information.

B.3 Network Security Threats
The third threat involves network security risks, which allow lo-
cal or in-path attackers to eavesdrop on or manipulate network
traffic, potentially compromising the app’s functionality. This risk
amplifies when the app uses unencrypted protocols like HTTP to
interact with the application servers or third-party services. The
threat becomes even more significant if the attacker possesses a
server private key, enabling them to intercept and modify data in
real time (often in formats like JSON or PDF). This vulnerability
could allow an attacker to spoof critical data, such as location coor-
dinates, thereby fabricating false evidence of the user’s presence at
a sensitive location at a specific time.

C PAK IDENTITY APP
This subsection explains the snapshots of the test results for the Pak
Identity app. The user credentials of interest are marked using an
orange rectangle in all the figures. Some sensitive user credentials,
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such as citizen number, mobile number, and password, have been
redacted in the statistics because they are in plaintext.

Fig. 1a represents the client’s authentication request to the server
(with redacted password, which is in plaintext). Fig. 1b shows the
server’s response to the client’s request (with redacted citizen num-
ber andmobile number). Fig. 2 shows a collection of user credentials
in plaintext. Fig. 1c shows planting fake evidence via JSON spoofing,
whereby fake location coordinates of latitude: 0 and longitude: 0
have replaced the original location coordinates of latitude: 33.41..
and longitude: -111.90.. in Fig. 1a.

Fig. 3 shows PDF spoofing, whereby the original instructions
for capturing fingerprints (Fig. 3a) have been replaced by spoofed
instructions (Fig. 3b). The spoofed or fake PDF file gets stored in
the Android file system. Thus, PDF spoofing is an easily exploitable
attack vector for planting (fake) evidence in an at-risk user’s device.

D PAKISTAN CITIZEN PORTAL APP
This subsection explains the snapshots of the test results for the
Pakistan Citizen Portal app. Fig. 4 shows the device credentials
sent to the api.pmdu.gov.pk server at login. Fig. 5a and Fig. 5b
show sensitive user credentials collected with user registration in
the response message. We have redacted user credentials because
they are in plaintext. These sensitive user credentials are stored in
plaintext in the Android file system (shown in Fig. 6a and Fig. 6b).
Fig. 8a and Fig. 8b show the PII (including location coordinates)
that are collected when an at-risk user submits a suggestion.

Fig. 9 shows JSON data spoofing, whereby fake location coordi-
nates of latitude:0 and longitude:0 (Fig. 9b, Fig. 9c) have replaced
the original location coordinates of latitude: 33.41.. and longitude:
-111.90... (in Fig. 9a). Fig. 7 shows the Pakistan Citizen Portal app’s
original and spoofed terms and conditions.

E QEEMAT PUNJAB APP
This subsection explains the snapshots of the results for the Qeemat
Punjab app [39]. Fig. 10 shows the PII collected by the app (includ-
ing gender, guardian name, physical address, and national identity
number). Fig. 11 shows that the app collected precise location co-
ordinates when submitting a suggestion (location coordinates are
transmitted when submitting a complaint).

The Qeemat Punjab app is vulnerable to JSON data spoofing. Fig.
12a shows the original location coordinates when submitting a sug-
gestion, and Fig. 12b shows the fake or planted location coordinates
when submitting a suggestion. Fig. 14a and Fig. 14b show storage
of user credentials in plaintext in the Android file system. Fig. 13a
and Fig. 13b show poultry products’ original and spoofed prices.

F SIMOSA APP
Figures 17, 18, and 16 show that the user’s mobile number, device
details, and call-SMS history are stored in plaintext in the root
directory of the Android File System for the SIMOSA app [68]. Fig.
15 shows the tax certificate generated by the app. The tax certificate
contains a username, physical address, CNIC number, and mobile
number.

(a) Authentication Request.

(b) Authentication Reply.

(c) Intercepted Authentication Request.

Figure 1: PII Collection and JSON Data Spoofing in the Pak
Identity App [61].
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Figure 2: PII in Android File System for Pak Identity App
[61].

(a) Original. (b) Spoofed.

Figure 3: Original and Spoofed Fingerprint Capture
Guidelines in the Pak Identity App [61].

Figure 4: Authentication Request for Pakistan Citizen Portal
App [62].

G MY ZONG APP
Figure 19 reveals that the My Zong app [59] stores sensitive user
information, including the username, mobile number, and coarse

(a) Authentication Reply.

(b) Authentication Reply (continued..).

Figure 5: Authentication Reply for the Pakistan Citizen
Portal App [62].

location coordinates, in plaintext within the root directory of the
Android File System. Furthermore, Figure 22 displays a tax certifi-
cate generated by the app, which exposes additional personal data
such as the user’s CNIC (Computerized National Identity Card)
and mobile number. Figure 21 demonstrates that the app transmits
the mobile number of an at-risk user to its server at myyzongapp-
nlbt.zong.com.pk as part of a request to retrieve call history. Finally,
Figure 20 presents the server’s response to this request, including
detailed call records containing the contacted mobile numbers and
each call’s date, time, and duration.
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(a) PII in Android File System.

(b) PII in Android File System (continued...).

Figure 6: PII in plaintext in Android File System for the
Pakistan Citizen Portal App [62].

(a) Original. (b) Spoofed.

Figure 7: Terms and Conditions in the Pakistan Citizen
Portal App [62].

(a) PII with Suggestion Submission.

(b) PII with Suggestion Submission. (continued...).

Figure 8: PII collected when submitting suggestion via the
Pakistan Citizen Portal App [62].

H MY TELENOR APP
Fig. 23 and Fig. 24 illustrate that the mobile number of the user is
stored in plaintext in the root directory of the Android File System
for the My Telenor app [59]. In our experiment, we used two differ-
ent mobile numbers, both of which were found to be stored in the
root directory. Moreover, Fig. 25 shows the tax certificate generated
by the My Telenor app that contains username, CNIC, and mobile
number. Fig. 26 shows an at-risk user’s mobile number visibility
in-app traffic (in cases of compromised server private key). Fig. 27
and Fig. 28 show the call and SMS history with contacted mobile
numbers, the call and SMS date, and call duration.

I UPTCL APP
Fig. 29 shows the tax certificate generated by the UPTCL app [71].
It contains the username, physical address, and the user’s CNIC.
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(a) Original. (b) Spoofed.

(c) Fake Location Coordinates via JSON Spoofing.

Figure 9: Location Coordinates Spoofing in the Pakistan
Citizen Portal App [62].

Figure 10: PII Collection for the Qeemat Punjab App [39].

Figure 11: Location Data Collection in Qeemat Punjab App
[39].

(a) Original Location Coordinates.

(b) Spoofed Location Coordinates.

Figure 12: Planting Fake Location Coordinates via Qeemat
Punjab App [39].
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(a) Original. (b) Spoofed.

Figure 13: Original and Fake Prices (via JSON data spoofing)
in the Qeemat Punjab App [39].

(a) PII in Android File System.

(b) PII in Android File System (continued..).

Figure 14: PII storage in Plaintext for the Qeemat Punjab
App [39].

Figure 15: Tax Certificate generated by the SIMOSA App
[68].

(a) Contacted Mobile Number in Plaintext.

(b) Contacted Mobile Numbers in Plaintext.

Figure 16: Call and SMS History for the SIMOSA App [68].
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Figure 17: PII in plaintext in the Android File System for the
SIMOSA App [68].

Figure 18: Device details in plaintext in the Android File
System for the SIMOSA App [68].

Figure 19: PII in plaintext in the Android File System for My
Zong App [59].

Figure 20: Call/SMS Records for the My Zong App [59].

Figure 21: Mobile Number Visibility in the My Zong App
[59].

Figure 22: Tax Certificate generated by the My Zong App
[59].

Figure 23: PII in plaintext in the Android File System for My
Telenor App [58].

Figure 24: PII in plaintext in the Android File System for My
Telenor App [58].
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Figure 25: Tax Certificate generated by the My Telenor App
[58].

Figure 26: Mobile Number Visibility in My Telenor App [58].

Figure 27: Call Records for the My Telenor App [58].

Figure 28: SMS Records for the My Telenor App [58].

Figure 29: Tax Certificate generated by the UPTCL App [71].
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