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Output: Reactions to Events

Event (E) Box

Storage (D) Box

Countermeasure
(C) Box

Analysis (A) Box

Raw Event Source

Output: Raw or Low-Level Events

Output:
Storage of Events
(locally or otherwise)

Output:
High Level,
Interpreted
Events
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10.0.0.1 / AB:AD:CA:FE:00:01

A T T X A C K

Sent to 10.0.0.1 at
Ethernet 
AB:AD:CA:FE:00:01

�� ��

��

end-system monitor

Ethernet

attacker

10.0.0.2 / AB:AD:CA:FE:00:00

ATTACK ATTXACK

Sent to 10.0.0.1 at
Ethernet 
AB:AD:CA:FE:00:00
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NT and Solaris see "ATTACK"
C H

T KAA T

T KAA T

I C

Reverse Overlap

Forward Overlap

Should Always Resolve 
to "ATTACK", never "ATTICK"

Most OS’s will resolve this to
"ATTACH", but Windows
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